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Server Message 

Block 3.1.1 SMBv3

CVE-2020-

0796

CVE-2020-0796

漏洞描述
SMBv3

SMBv3

Github

受影响范围
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Windows 10 Version 1903 for 32-bit 

Systems

Windows 10 Version 1903 for x64-

based Systems

Windows 10 Version 1903 for ARM64-

based Systems

Windows Server, Version 1903 (Server 

Core installation)

Windows 10 Version 1909 for 32-bit 

Systems

Windows 10 Version 1909 for x64-

based Systems

Windows 10 Version 1909 for ARM64-

based Systems

Windows Server, Version 1909 (Server 

Core installation)

漏洞原理分析
SMB 3.1.1

Windows 10 1903 2019 5

mrxsmb20.sys srv2.

sys srvnet.sys

srv2.sys

SMB 3.1.1

srv2.sys

SrvNetAllocateBuffer srvnet.sys

OriginalSize Offset

unsigned int

OriginalSize offset

unsigned int 

修复及缓解建议
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https://www.catalog.update.microsoft.com/

Search.aspx?q=KB4551762
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SMBv3

CVE-2020-0796

https://bbs.antiy.cn/forum.

php?mod=viewthread&tid=83848

PowerShell

SMBv3

1 Set-ItemProperty 

-Path "HKLM:\SYSTEM\CurrentControlSet\

S e r v i c e s \ L a n m a n S e r v e r \ P a r a m e t e r s " 

DisableCompression -Type DWORD -Value 1 

-Force

2 Set-ItemProperty 

-Path "HKLM:\SYSTEM\CurrentControlSet\

S e r v i c e s \ L a n m a n S e r v e r \ P a r a m e t e r s " 

DisableCompression -Type DWORD -Value 0 

-Force

SMB
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